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Network Coding Use Cases



What is a good use case for network coding?

Lets find something where
network coding shines !!!
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Network Coding Use Cases:
Network Coding in the ISO/0SI Context



Where is network coding located?

Application Layer
Transport Layer

Network Layer

Physical Layer cNOOID
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http://www.youtube.com/watch?v=0nqGO7AWwxc




Where is network coding located?

Application Layer
Transport Layer

Network Layer

Data Link Layer
Physical Layer alarle] )
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Where is network coding located?

Application Layer

Transport Layer

Network Layer

i

Data Link Layer | R\

Physical Layer
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Where is network coding located?

Application Layer

Transport Layer

Network Layer

Data Link Layer
Physical Layer
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Conclusion

« Network coding is not limited to a single layer
« Network coding is not limited to the network layer

« Network coding can be applied at any layer
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Network Coding Use Cases:
Application Fields of Network Coding



Application Fields of Network Coding

TECHNISCHE Prof. Dr.-Ing. Dr. h.c. Frank H.P. Fitzek @
@ UNIVERSITAT Network Coding Lecture Slide 11 o ( :0 m N et S
DRESDEN Technische Universitat Dresden, Deutsche Telekom Chair of Communication Networks ~



TECHNISCHE
UNIVERSITAT
DRESDEN

Network Coding Use Cases:
Topologies



Architectures

[..I ____________________ cloud/
server
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Topologies | Point-to-Point



Point-to-Point (P2P) with RLNC

Application fields: o o
Substitute for traditional P2P. Better
performance in: wireless (4G, VOLTE, server

small cell, back haul, satellite, WiFi),
CDN, Ethernet, packet core, DSL,
cable, PON, TCP, OTT, set-top box,

cloud services, SDN, NFV, real time I S
video streaming and any delay mprovement Metrics:

sensitive, lossy link. « Coded TCP (CTCP) has shown up to 10x performance
improvements!

« CTCP shows throughput improvements of 5x at 3% losses in
commercial public WiFi networks?2

Technology advantage: « CTCP eliminates video buffer overruns (interruptions) over a
« Sliding window 25Mbps link even with 20% packet losses?
« On-the-fly coding « RLNCyields 4-6x goodput improvement and 5x download delay
« Improved QoE reductions over WiMAX links3
* Increased throughput « RLNC was shown to yield a 2.5-7x reduction in base station
* Infrastructure savings deployment for cellular access4
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Coded TCP
Some pre-work

Jay Kumar Sundararajan, Devavrat Shah, Muriel Medard, Szymon Jakubczak, Michael Mitzenmacher, and Joao Barros
Network Coding Meets TCP: Theory and Implementation

http://ieeexplore.ieee.org/document/5688180/?anchor=references



Coded TCP

« Network Coding Layer:
« UDP tunnel

 Coded stream (Block / SW / etc.)
« Congestion Control (fairness) |
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Coded TCP

SRC

SRC
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1 Mbps,
100 ms

SINK

SINK
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Experimental Results (Reno)
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Coded TCP

Example: No Losses

sender
window TCP sender TCP/NC
P 2
PiPzPs 1] —— | ackpy PiP2Ps — | sevy)
P3 ACK(p.) 2p SEEN(2)
/ ACK(p5) / SEEN(3)
P4PsPsP7  py P4Ps5PesP7 5
ps ——— | Ackpy o [ |SEEN@)
Ps ACK(p2) z}g SEEN(5)
P7 L ACK(py) 2p SEEN(6)
:/ ACK(p7) SEEN(7)
* Increment window by 1 When no losses, network
« Sliding window coding doesn't provide
benefits (erasure correction)
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Coded TCP
Example: Random Losses (Triple-Duplicate ACKSs)

sender
o TCP sve”r:ggcv TCP/NC
2,
P1P2Psps P P1P2PsPa D
—— P
//gj E— ACK(p-) 5 SEEN(1)
P4 ACK(p,) 2p SEEN(2)
/ ACK(p.) / SEEN(3)
D,p:paPs Ps P4+PsPeP7 %’0 SEEN)
\ \
B :
2p
P2Ps Triple- SEEN(7)
Window closing: : P7PgPaP10P11
W — W/2 duplicate ACKs PsPaP10P11P12
» Can't increment window by 1 | Prevents random losses being interpreted as congestion!

» Partial sliding window

There is a lag in the “SEEN" acks: To avoid lag, introduce
redundancy!
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Coded TCP
Example: Random Losses (Triple-Duplicate ACKs)

sender
window TCP sender TCP/NC
b3
P1P2Pspy P P1P2P3Ps )
P2 ACK(p-) p SEEN(1)
pf—— ’ o ——
P4 Zp
P r
P2PsPebs Waiting... P2PsPiPs Waiting...
P: P
v Time-out! U Timeoart
Window closing: ime-ou Window closing: Time-out:

Still allows congestion control
while masking random losses!
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Analysis and Simulations

Based on Padhye et al.'s model (correlated losses to model congestion).

I»I,-rlnnx 1 — P ' /\ 1
RTT\ P _/RrT (% + \f,.-'f—.i + |2 (TO|E[W])E[duration of TO pcriml])

Ticp = min

Simulation using NS-? 1—p ;
e2e = : 5 ]
nR=SHEIT Proportional to (1-p)

Does not degrade linearly

loss rate per link q End-to-end loss rate 1-p=(1-q)*

Source oxoxexexe Sink

“Modelling TCP Throughput: A Simple Model and its Empirical Validation” by Padhye, Firiou, Towsley and Kurose (1998)
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Throughput Gains Using TCP/NC
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(a) Throughput (b) Window size
TCP/NCiis able to grow its throughput and TCP's window size is larger compared to its
maintain high rate despite losses. actual throughput - TCP sender is

waiting for ACKs.
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Coded TCP
Real implementation and measurements

Aalborg University, CodeOn, MIT



Coded TCP

- Experiments for amazon

SAMSI

 Four servers local spread form b 0T s 1642

>4 Coded TCP Demo

 Kindle reader
 Android
e Coded TCP vs. SOATCP

Status: Test finished
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Coded TCP Results

Download Times on Mobile

Coded TCP avg delay 2.72 s
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1354 data pairs

Coded TCP Results
Histogram of CTCP-TCP Data Pairs
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Percentage of Experiments
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|:| TCP download faster
. CTCP download faster
T If TCP is faster, it In contrast, CTCP download
is by a small _ times are substantially lower
1 amount (usually  _| | (>30sin 5% of the cases)
less than 1s)
<-8 -5 -1 01 5 10 15 20 25 =30
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Pacific Island Testbed

m—— Coriventional TCP

—— TCP / NC E,
——— UDP tunnel By
e
\’ (e.g., web
server or
, \ other host)
Internet

X
N TCP/NC
Encoder/

TCP/NC Sat gate / |' Decoder
Encoder/ X o G (r
(7, w

Decoder G,

gate

Off island

Fig. 1. TCP/NC network topology

http://arxiv.org/pdf/1506.01048v1.pdf
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"
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Goodput [Mbit/s]

Pacific Island Testbed
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... Morten happy
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Network Coding Use Cases:
Topologies | Point-to-Multipoint



Wireless Broadcast Services

Application fields: [.J

Substitute for all traditional point-to-
multipoint applications. )

Better performance in: multicast, [.J
broadcast, content distribution

networks, IPTV, stadium wireless,
DOCSIS, SDN, NFV, and others. [.J

Improvement Metrics:
Technology advantage: «  RLNC energy-per-bit savings reach factors of 2-3x for mobile
* Delay devices in WiFi5

* Energy reduction . Energy-per-bit ratio for RLNC coding 2-3 orders of magnitude
smaller than WiFi transmission5
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Wireless Broadcast Services

1 : R 8 JLQ >/\ N ;%(4\,% J
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Network Coding Use Cases:
Topologies | Mesh



Wireless/Wired Mesh Networks [.J [.] [.J

Application fields: /
WiFi networks, small cell, [._[ _________________ /
smart grids, device-to-device

in LTE-A, loT, embedded
systems (M2M, Internet of Improvement Metrics:
Things, RFID, vehicle2venhicle, Throughput gain

SDN, NFV, sensor networks,
home automation) and
others.

One relay network: 3dB gain ©
Mobile mesh: 6dB gain ’
Delay

Reduction by one order of magnitude for ping service 8, 3.6x decrease
in delay for D2D 6,
Energy consumption

Technology advantage: 3.9x decrease in wireless mesh networks 7

Improved throughput QoE / range
Smaller delay

Energy savings
QoE / range gains

In multihop mesh networks the same QoE targets using 30% percent of
ghe bandwidth 90% of the time and 10x improvement in network range
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Wireless Mesh Networks
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Wireless Mesh Networks
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Wireless Mesh Networks

12
Practical implementation

h]_g_. % ............... N 1 of network coding in
&4 802.11 wireless mesh.
= :
= !
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Wireless Mesh (RLNC)
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Mobile Testbed
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Network Coding Use Cases:
Topologies | Satelitte



Satellite Communication

Application fields:

Satellite relaying and multi beam
communications.

Applications include maritime
communications, mid-air (airplane)
internet connectivity, remote

location internet access and others.

AY
\
\
\
\
AY
\
\

/ \
/ \
/ \
/ \
/
/ \
’ \

o

Technology advantage:
» Delay

* Flexibility

« Throughput potential

Improvement Metrics:

Throughput increase by 2x10
CTCP throughput gains reach 20x over lossy satellite links'"

RLNC-based protocols achieve 2x / 6x the throughput of NACK-

based protocols in satellite multicast networks with 100 receivers
with 5% / 50% losses'?

TECHNISCHE Prof. Dr.-Ing. Dr. h.c. Frank H.P. Fitzek
UNIVERSITAT Network Coding Lecture

Slide 46 a

S ComNets
DRESDEN Technische Universitat Dresden, Deutsche Telekom Chair of Communication Networks >



Network Coding for Satellites

http://www.dlIr.de/kn/Portaldata/27/Resources/images/projekte/NEXT-
Network _coded_interconnection_of _computer_networks_via_satellite.jpg
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"
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Network Coding for Satellites

Multicast
RLNC
Redundancy Limited

(Network Coded) 1

e | Feedback

Multicast N (if at all)
N—

Zig/Zag

http://www.dIr.de/kn/Portaldata/27/Resources/images/projekte/NEXT-
Network _coded_reliable _multicast_via_satellite.jpg

¢
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Network Coding Use Cases:
Topologies | Multi-Source Multi Destination



Multi-Source Multi Destination

Application fields:

Peer to peer networks, WebRTC, SDN,
distributed storage (drive, SAN, edge e
cache, peer-to-peer edge caching, multi- 4
cloud, hybrid cloud), NFV, cloud services,
cloud security, and others.

Improvement Metrics:
RLNC-enabled minimum-cost multicast routing reduces bandwidth

Technology advantage: usage by up to 33% and energy consumption by up to 49% in a
Throughput gains number of provider backbone networks 3

el o s olle coes Improves P2P reliability and security, reducing overhead over E2E
Security coding by > 10x, starting at just 5% attack probability ™4

Dynamic network storage
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Peer2Peer

* File sharing
* Video streaming

« DOS if traffic is too large, P2P is vital solution

« Torrent based systems (collector’s problem)

« WebRTC for video streaming

Transfer Time [%]

10 20 30 40 50 60 70 80 90 100
Transfer Complete [%)]
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Cadami - Coded Caching for IFE/IFC

Cadami removes congestion from networks...
e Cache content in the network’s quiet times
like pumping up water at night when electricity is cheaper
e Reduce bandwidth usage by 50-80% when there is heavy demand
caching + network coding to minimise network peak load

e Cadamiis the market leader for Coded Caching
e Solution by Cadami & Steinwurf is deployed on 100+ aircraft
e game changer for future IFE/IFC systems

IFExpress on 2018 AIX highlights noted:

>> One tekkie vendor has developed a code based solution for installations in IFE systems that

“reduces” the bandwidth required for streamed movies and the system prevents delays when all are

watching movies.
The German start-up Cadami is one to watch. <<
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Network Coding Use Cases:
Topologies | Content Storage and Delivery



Content Storage and Delivery

Application fields:

Distributed storage (drive, SAN, edge
caching, multi-cloud, hybrid cloud),
peer-to-peer, IPTV, CDN, SDN, NFV,
cloud services, cloud security,
streaming video and others.

Technology advantage:
Download speeds
Increased availability
Security / data integrity
Reduced energy

Improvement Metrics:

Reducing the download time for distributed delivery by 2x using
RLNC 1516

Cloud integrity can be assured for distributed storage with dynamic
settings /.18

Data availability gains from RLNC-based multi-resolution video
schemes reach 80% for high traffic loads '8

RLNC reduces data center energy consumption by 20% - 50% by
reducing transaction times and required storage '°
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Topologies | Multi-Path



Multi-path Communications

Application fields:
Heterogeneous network channel
bundling for improved QOE (LTE +
WiFi, DSL + DSL, MPLS + Internet,
satellite + cellular), Multi-path TCP,
SDN, NFV, CDN, cloud services, and
others.

B nctwork B e

Technology advantage:

Improved throughput

Smaller delay

Robustness

Reduced administrative complexity

Improvement Metrics:
5X improvement on RTT (delay) %°

Coded MPTCP in WLAN / cellular scenarios show a tenfold

reduction of download delays and 8-15x goodput gains

compared to uncoded MPTCP 2!

Improves uptime and improves throughput by up to 20x

over uncoded MPTCP in combined cellular, WiFi and

satellite networks 22
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Channel Bundling

« Single air interface (SoA)

« Mutliple air interface in the future
— Combined Wifi/LTE
— Parallel channels Use Celular Dats for:

IClowd Documents

« Network operators going for small cells or Femto cells

iTunes

Passbook Updates

Reading List
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Channel Bundling

« Single air interface (So0A)

« Mutliple air interface in the future
— Combined Wifi/LTE
— Parallel channels
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Software Defined Networks
End to End Coding Schemes: Store and Forward

H
PEEE:ZG.((l_lf)h> DEZE’:(G‘ ﬂ——EW)_(H_l)).dp
h=1
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Software Defined Networks
Hop by Hop Coding Scheme: Store and Forward

1 1
PH&HZG-H-( ) DHbHZG-( )-H-dp

A 4 A 4 N a4
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Software Defined Networks
Network Coding Scheme: Compute and Forward

Prine =G - (

G{_ 7% —»
—______“‘*——————-b ________““)(-‘————..
. I
B{[ R e i A
- - T - — - _
- >
A g g N A
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Software Defined Networks Testbed
Example with ESCAPE prototyping environment

Controller

H1 o H2

. P . . "7 . . "'"rr'-__
-y F - - -
L3 _.'\'1.:-’{—- ‘ . .-\-\'h.\_\_--’-'- } . '\._‘-\-r'f—' }
r 1|

VNFcont.1  VNFcont.2  VNF cont. 3
(Encoder) (Recoder) (Decoder)
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Software Defined Networks

Click configuration
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FromDump

_____________

Decoder

E2E

FromDump

Encoder

___________

_____________

_____________

-

______________

Decoder

HbH
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FromDump

Encoder

_____________

——————————

_____________

Decoder

RLNC
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Software Defined Networks
Packets injected into network for the three approaches

-- - End-to—end (T) :

» = "Hop-by—hop / RLNC (T)

End-to-end : :
ng,ﬁt}y“haprLN{}.. ............ . _.

600
T

packets

0 200

loss [%]
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latency [s]

100

Software Defined Networks
Packets 64 - Size 250 B - Bitrate 0.25 Mb/s

latency [s]

10

= O =L ==

6 0 loss [%]

RLNC

= 100 10
8
2 6
g
g q
=]
- 2
0
loss [96] 6 ; 0 10 loss [%%]
end-to-end hop-by-hop
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latency [s]

Software Defined Networks
Size 250 B - Loss 10% - Bitrate 0.25 Mb/s

— 14

— 12

— 10

"IT'I' _E
— _E
o — 4
S — 2
=) — 0

end-to-end hop-by-hop
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Software Defined Networks
Packets 64 - Loss 10% - Bitrate 0.25 Mb/s

latency [s]

= 24 — G
24 - 1 21 24—
21 B %g 21 k
= 18 —12 7 18 — 3
— 15 L g = 15 L
E 12 = — & E 12 =
w q |= — 3 w q (=
8 B . L
3 F ~
03 > o 1500
"/’;]D packet size [byte]
T 0
end-to-end hop-by-hop RLNC
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Software Defined Networks
Latency gain of e2e vs RLNC (left) and hbh vs RLNC (right)

gain

o T S Y N o 5 N o =

6 g loss [%]
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SDN Testbed Aalborg University

saan
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SDN Testbed Aalborg University

SOFTWARE DEFINED 5G NETWORKS FOR
ANYTHING AS A SERVICE

Network Coded Software Defined
Networking: Enabling 5G
Transmission and Storage Networks

Jonas Hansen, Daniel E. Lucani, Jeppe Krigslund, Muriel Médard, and Frank H. P. Fitzek
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SDN Testbed Aalborg University

Host OS
E Coded flow Uncoded flow '
E Coder Virtual -~ Virtual '
| interface | switch < :
l Virtual :
| machine :
! Virtual !
: interface Host-guest :
: communication :

Figure 2. Integrating network coding into an Open vSwitch, showing the
relation between coding software, virtual machine, and host OS. A data
flow (the grey dashed line) is redirected through the coding device before
it is forwarded onto the network. The flows that do not require coding fol-
low the black dashed line straight through the switch.
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SDN Testbed Aalborg University - Point-to-Point

« Real SDN implementation
e Uncoded TCP vs E2E coded TCP
« TCP suffers by delay and losses (well known)
« Maximum = (1- loss probability)*Rate
TECHNISCHE Prof. Dr.-Ing. Dr. h.c. Frank H.P. Fitzek
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SDN Testbed Aalborg University - Multi-Hop

« Real SDN implementation
« Higher delay ~30ms
« Higher losses

« Lower redundancy level pays off for smaller
losses

« Recoding always pays off

Throughput([Mb/s)

1%

° 25 ms ° 5ms °

(a)
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T —— e —— 9 ——__¢
1
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B—8&RLNC, +100%

&—- -4 RLNC, +20%, recoding +20%
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4
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TECHNISCHE Prof. Dr.-Ing. Dr. h.c. Frank H.P. Fitzek
UNIVERSITAT Network Coding Lecture
DRESDEN Technische Universitat Dresden, Deutsche Telekom Chair of Communication Networks

« (& ComNets



SDN Testbed Aalborg University - Multi-Path

« Real SDN implementation
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SDN Testbed Aalborg University - Multi-Path

« Real SDN implementation

e Uncoded is bad
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SDN Testbed Aalborg University - Multi-Path

« Real SDN implementation

10 ms
2%

« Uncoded is bad @
« E2E Coding helps

A

5ms
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SDN Testbed Aalborg University - Multi-Path

« Real SDN implementation
« Uncoded is bad

« E2E Coding helps

« Exploit multi-path

Throughput (Mb/s)

10 ms
2%

A

w 5ms

4%

- —— Theoretical upper bound uncoded MPTCP
& — % Uncoded MPTCP

A—ATCPRLNC, +20%
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B—& MPTCP Subflow RLNC +(40,20,40) %
@—=& MPTCP Subflow RLNC +(40,40,40) %
<+—aMPTCP Subflow RLNC +(40,100,40) %

Loss probability, path 2 (%)
(b)
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Implementation of Network Coding on SDN Basis
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